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Adversarial Examples

A subtle, maliciously generated perturbation is sufficient to fool a classification model.

. Gaussian Adversarial
Clean Input No Perturbation Noise (0 = .5) Perturbation

6 dB

Minimal Adversarial Perturbation*
Median perturbation sufficient to fool a DNN

MNIST : 25.9 dB, CIFAR10: 52.4 dB

ImageNet: 61.9 dB

* Deduced from [Jérome Rony et al., Decoupling Direction and Norm for Efficient Gradient-Based L2 Adversarial
Attacks and Defenses] 6 ?



Two Key Requirements for the Trustworthiness

Improve Robustness to Attacks Certify the Adversarial Robustness

Reducing the sensitivity to adversarial examples Providing sound and reliable estimations of the

improves the trustworthiness of a model. robustness improves confidence in the behavior.
Strategy Improve Robustness Certify Robustness Adv-Train-Suited
Adversarial Attacks? X V (Prove Sensitivity) ()
Adversarial Training? v X -
Verifications? X v (Prove Robustness) @
[ Lipschitz Bounded* o v v B
Random. Smoothing? v v @




The Certifiable £ — Robust Accuracy

Definition (Robustness in [P norm)
Classification does not change under perturbation of bounded
magnitude. In formulas, a classification K(x) is e-robust if

10|l <e = K(x)=K(x+9)

Definition (s-robust accuracy)

Is the ratio of correct e-robust classifications €-robust classification

Ar(f,e) =P(Ke(x+ 6) = O(x), V||§]| < ¢€)

> not €-robust classification
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The Verification of the Robustness

Definition (Verification of the robustness)
Given a classifier IC and a sample x, check whether

Cx): "Wy eN(Kx) KX =K(y)'

where N is a neighborhood of x

Theorem*
Let us assume fa ReLU Deep Neural Network, and

N ={y eR" : |ly = X|loo <&}

then completely check {(X) is NP-HARD

*Guy Katz et al. Reluplex: An Efficient SMT Solver for Verifying Deep Neural Networks (CAV 2027) 6 5



Lipschitz-Based Certification

Not Certified (ok)

0.9 0.6 3
fz1) = 0.1 f(ze) = (0.4
0 0
robust
Certified
Difference of Output-Logits and Robustness O ratnmnn
e << BL (a;) = minl#j fl (ZC) o f] (ZL’) L Mot Certified (bad) O Lower bound B

Lv/?2

Qiyang Li et al. Preventing Gradient Attenuation in Lipschitz Constrained Convolutional Networks
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Certifiability by Design

Directly craft a model with a known Lipschitz Constant

Observation (Composition) Examples of Lipschitz Layers

Composition of lipschitz functions is lipschitz Fully connected, Convolutional, Residual,

f(x) = Fk) o flk=1) 5 ... o f(l)(x) Average and Maximum Pooling
N J

Remark 1 Remark 2
The composition of 1-Lipschitz layers is 1- Common Perception Models are Lipschitz
Lipschitz but with a very large constant

6 7



CRA of Lipschitz-Bounded Models

1-Lipschitz Layers Compared

Accuracy [%]

Robust Accuracy [%]

Methods XS S M L XS S M L
CIFAR-10
AOL 717 73.6 734 73.7|59.1 60.8 61.0 61.5
BCOP 717 73.1 740 74.6 |58.5 59.3 60.5 61.5
CPL 749 76.1 76.6 76.8|62.5 64.2 65.1 65.2
Cayley 73.1 742 744 73.6|59.5 61.1 61.0 60.1
LOT 755 766 720 - |634 64.6 58.7 -
SLL 737 742 753 743 |161.0 62.0 62.8 62.3
SOC 74.1 75.0 769 769 |61.3 629 66.3 654

The best CRA is 66% for ¢ = % (Naive has ~ 45%)
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Bernd Prach*, Fabio Brau* et al.1-Lipschitz Layers Compared: Memory, Speed, and Certifiable Robustness ( CVPR, 2024 ) 9 8



Lipschitz-Bounded trained with Synthetic Data

Synthetic data improves the CRA

Denoising Diffusion Models

Clean VRA (%) at €

Acc. (%) 36 . L
GloRo (Leino et al.,, 2021) 71.0 584 - -
Local-Lip-B (+MaxMin) (Huang et al., 2021) 774 60.7 39.0 204
Cayley Large (Trockman & Kolter, 2021) 74.6 614 464 32.1 )
SOC 20 (Singla & Feizi, 2021) 76.3 62.6 487 36.0 50M DDPM-generated images (x 103)
CPL XL (Meunier et al., 2022) 78.5 644 48.0 33.0
AOQOL Large(Prach & Lampert, 2022) 71.6 640 564 49.0
SLL X-Large(Araujo et al., 2023) 23 65.8 8. 313
GloRo LiResNet (+DDPM) (Hu et al., 2023) 82.1 70.0 - -
GloRo CHORD LiResNet (+DDPM) 87.0 78.1 <-66.6 \ 53.5

CRA with no Synthetic Data J

CRA with Synthetic Data

K. Hu et al. A Recipe for Improved Certifiable Robustness. (ICLR 2024)



Future Challenges (?)



Lipschitz-Levenshtein-Bounded DNNs for NLP

Hamming Distance (same length sequences)

1-Lipschitz Models under the L-distance
d,(11001, 11000) = 1

Published as a conference paper at ICLR 2025

CERTIFIED ROBUSTNESS UNDER BOUNDED
LEVENSHTEIN DISTANCE

Elias Abad Rocamora=""L, Grigorios G. Chrysos@, Volkan Cevher=F7L . .
Levenshtein Distance

d. (11001, 1100) = 1

EQ Rocamora et al. Certified Robustness Under Bounded Levenshtein Distance (ICLR 2025) 9 1



Scaling Law of Robustness: Is reaching h-CRA possible?

100%
Ensure Attacked Data Aligns with Original Label to Reach This Area
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’BR Bartoldson et al. Adversarial robustness limits via scaling-law and human-alignment studies (ICML 2024) 6 12



Key Messages

Perturbations small l,-norm may exaggerate the threat: real-world robustness may be underestimated.

Safety of critical systems may not be reachable with a stand-alone Al model

The Synthetic Data Generation plays a fundamental role in boosting performances.



The Timeline of Adversarial Robustness
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changes human label

h
' Battista Biggio et al. Evasion Attacks against Machine Learning at Test Time (ECML PKDD 2013) s

2 lan Goodfellow et al. Explaining and Harnessing Adversarial Examples (ICLR 2015)

3 Guy Katz et al. Reluplex: An Efficient SMT Solver for Verifying Deep Neural Networks (CAV 2017)

4 Moustapha Cisse et al. Parseval Networks: Improving Robustness to Adversarial Examples (ICML 2017)
5 Jeremy Cohen et al. Certified adversarial robustness via randomized smoothing (NIPS 2019) Original image

6 Zekai Wang et al. Better Diffusion Models Further Improve Adversarial Training. (ICML 2023)

7 BR Bartoldson et al. Adversarial robustness limits via scaling-law and human-alignment studies (ICML 2024) 6 14
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